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Why did the auditor cross 

the road?
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Internal Audit processes needs to evolve

3

 Auditing business the same way, like the previous years no longer works

Question - Why did the auditor cross 

the road? 

Response - Because he looked in the 

file and that's what they did last year.
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Challenges faced by modern day Internal Auditors
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Complexity Data Overload

Large Data Volumes (Big Data) Fraud Detection

Emerging risks and Technologies

Changing market conditions

Complex business models and structures

Evolving business risks

Scarcity of Skills Large Document review

Spiking Cyber Attacks

Audit quality issues Regulatory Pressure

Globalization and cross-border transactions

Remote working Keeping up with professional standard 

Increasing Costs

 The Morden day auditor is facing numerous challenges including growing data, evolving risks…

 And they are GenZ…

 Without tools it will be difficult to assess client risks effectively
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Traditional Internal Audit Challenges

Identifying Key Issues in Current Practices
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Consequences of Ineffective Internal Audit

Lessons from Major Corporate Failures
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Underlying Causes of Internal Audit Failures

Identifying Key Factors Contributing to Ineffectiveness
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Artificial Intelligence: A Game-Changer for Internal Audit

Exploring AI’s Role in Enhancing Audit Efficiency and Effectiveness
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Enhancing Internal Audit with AI

Transforming Audit Process for Greater Effectiveness
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AI-Powered Internal Audit Solutions

Harnessing AI for Enhanced Audit Efficiency and Effectiveness
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Addressing Internal Audit challenges use AI

Harnessing AI for Enhanced Audit Efficiency and Effectiveness
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Challenge Description AI Solution

1.     Data Overload
Analyzing vast data volumes from multiple sources 

is overwhelming and time-consuming.

AI-powered analytics can quickly sift through large 

datasets, identifying trends, anomalies, and high-risk 

areas.

2. Fraud Detection and 

Prevention

Complex patterns or disguised transactions make 

fraud detection challenging.

Machine learning models detect unusual patterns or 

behaviors indicative of fraud, improving accuracy in 

real-time.

3. Continuous Monitoring and         

Compliance

Evolving regulations make compliance difficult to 

maintain.

AI automates compliance monitoring, continuously 

assessing transactions against rules and alerting for 

non-compliance.

4.     Manual and Repetitive Tasks
Excessive time spent on routine checks and data 

reconciliation.

Robotic Process Automation (RPA) automates 

repetitive tasks, allowing auditors to focus on 

strategic activities.

5. Risk Assessment and 

Prioritization

Identifying and prioritizing risks across activities is 

complex.

AI-driven risk models evaluate indicators and 

prioritize risks, enhancing risk-based auditing.

6.    Audit Quality and Consistency
Ensuring high-quality, consistent audits across 

departments is challenging.

AI models apply standardized methodologies, reduce 

errors, and ensure audit consistency across 

locations.
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Addressing Internal Audit challenges use AI

Harnessing AI for Enhanced Audit Efficiency and Effectiveness
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Challenge Description AI Solution

7.     Cybersecurity Risks
Quickly evolving cyber threats make it hard to 

validate cybersecurity controls.

AI continuously monitors cybersecurity risks, 

identifies vulnerabilities, and validates security 

measures.

8.    Timely Insights and Reporting
Traditional audits delay insights, slowing decision-

making.

AI-powered real-time dashboards and reporting 

provide instantaneous insights, aiding swift decision-

making.

9. Judgment and Decision-

making Support

Extensive judgment needed for complex control 

breakdowns can be subjective.

AI offers predictive analytics and scenario analysis, 

supporting objective, data-driven decision-making.

10.   Large Volumes of

Documentation Review

Reviewing extensive documentation is time-

consuming and labor-intensive.

Natural Language Processing (NLP) in AI can scan, 

categorize, and summarize documents, highlighting 

key information and reducing review time.

11.   Keeping Up with Professional

Standards

Frequent updates to audit standards require 

continuous learning and adaptation.

AI can track changes in regulations and standards, 

alerting auditors to relevant updates and providing 

summaries for quick adaptation.

12.   Regulatory Pressure
Increasing regulatory requirements add pressure 

to meet compliance and reporting deadlines.

AI solutions can automate regulatory tracking, assess 

compliance in real time, and generate necessary 

reports, easing the burden of regulatory adherence.
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Real-World Examples of AI in Internal Audit

Case Studies Demonstrating AI Applications
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Demonstration of an AI Tool
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AI in Cybercrime and Cybersecurity – A Yin-Yang Situation
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 AI: A Force for Both Good and Evil

 AI: Dual role of AI in cybersecurity

 AI: The Double-Edged Sword in Cybersecurity

AI in cybersecurity embodies the balance of Yin and 

Yang – a powerful tool for both defending and attacking. 

On one side, AI strengthens defenses, automating 

threat detection, predicting attacks, and ensuring rapid 

response. On the flip side, cybercriminals leverage AI to 

create more sophisticated, evasive, and automated 

threats. This dual nature of AI creates an ever-evolving 

battleground, where organizations must harness AI’s 

potential to stay ahead of increasingly advanced 

cyberattacks.
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Getting Started with AI in Internal Audit

17



|SNG Grant Thornton

Getting Started with AI in Internal Audit

A Strategic Implementation Roadmap for Effective Integration
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Call to Action

 Embrace AI to Transform Internal Audit Processes and Enhance 

Effectiveness

 Invest in AI skills and knowledge
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